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Abstract. We construct the first authenticated key exchange protocols
that achieve tight security in the standard model. Previous works either
relied on techniques that seem to inherently require a random oracle, or
achieved only “Multi-Bit-Guess” security, which is not known to compose
tightly, for instance, to build a secure channel.

Our constructions are generic, based on digital signatures and key
encapsulation mechanisms (KEMs). The main technical challenges we
resolve is to determine suitable KEM security notions which on the one
hand are strong enough to yield tight security, but at the same time
weak enough to be efficiently instantiable in the standard model, based
on standard techniques such as universal hash proof systems.

Digital signature schemes with tight multi-user security in presence
of adaptive corruptions are a central building block, which is used in all
known constructions of tightly-secure AKE with full forward security.
We identify a subtle gap in the security proof of the only previously
known efficient standard model scheme by Bader et al. (TCC 2015). We
develop a new variant, which yields the currently most efficient signature
scheme that achieves this strong security notion without random oracles
and based on standard hardness assumptions.
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1 Introduction

A tight security proof establishes a close relation between the security of a cryp-
tosystem and its underlying building blocks, independent of deployment param-
eters such as the number of users, protocol sessions, issued signatures, etc. This
enables a theoretically-sound instantiation with optimal parameters, without the
need to compensate a security loss by increasing key lengths or group sizes.

AKE. Authenticated key exchange (AKE) protocols enable two parties to
authenticate each other and compute a shared session key. In comparison to
many other cryptographic primitives, standard security models for AKE are
extremely complex. Following the approach of Bellare-Rogaway [5] and Canetti-
Krawczyk [7], a very strong active adversary is considered, which essentially
“carries” all protocol messages between parties running the protocol and thus is
able to modify, replace, replay, drop, or inject arbitrary messages. Furthermore,
the adversary may adaptively corrupt parties and reveal session keys while adap-
tively choosing which session(s) to “attack”.

Achieving security in such a strong and complex model gives very strong
security guarantees, but it also makes tightness particularly difficult to achieve.
Indeed, most security proofs of AKE protocols are extremely lossy, often even
with a quadratic security loss in the total number of sessions established over
the entire lifetime of the protocol. Considering for instance the huge number
of TLS connections per day in practice, this loss may be too large to compen-
sate in practice because the resulting increase of deployment parameters would
incur an intolerable performance overhead. Hence, such protocols could not be
instantiated in a theoretically-sound way.

Therefore tight security of AKE protocols is a well-established research area,
with several known constructions [2,11,13,19,23,29]. As recently pointed out
by Jager et al. [23], some of these constructions [2,19,29] consider a “Multi-
Bit-Guess” (MBQG) security experiment, which is not known to compose tightly
with primitives that apply the shared session key, e.g., to build a secure channel.
The standard and well established security notion in the context of multiple
challenges is “Single-Bit Guess” (SBG) security. Unfortunately, the only known
constructions in the SBG model [11,13,23] apply proof techniques that seem
to inherently require the random oracle model [4]. For instance, [23] is based
on non-committing encryption, which is known to be not instantiable without
random oracles [32], whereas [11,13] use a similar approach based on adaptive
reprogramming of the random oracle.

Currently, there exists no AKE protocol which achieves tight security in a
standard (SBG) AKE security model, with a security proof in the standard
model, without random oracles, not even an impractical one.

DIGITAL SIGNATURES. Digital signatures are a foundational cryptographic primi-
tive and often used to build AKE protocols. All known tightly-secure AKE proto-
cols with full forward security [2,11,13,19,23,29] are based on signatures that pro-
vide tight existential unforgeability under chosen-message attacks (EUF-CMA),
but in a multi-user setting and in the presence of an adversary that may adaptively
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corrupt users to obtain their secret keys (MU-EUF-CMA®" security [2]). It is easy
to prove that MU-EUF-CMA®°" security is non-tightly implied by standard EUF-
CMA security, but with a linear security loss in the number of users.

The construction of a tightly MU-EUF-CMA®" secure signature scheme has
to overcome the following, seemingly paradoxical technical problem. On the one
hand, the reduction must be able to output user secret keys to the adversary, to
respond to adaptive secret key corruption queries. However, it cannot apply a
guessing argument, as this would incur a tightness loss. Therefore it is forced to
“know” the secret keys of all users. On the other hand, it must be able to extract a
solution to a computationally hard problem from a forgery produced by an adver-
sary. This seems to be in conflict with the fact that the reduction has to know secret
keys for all users, as knowledge of the secret key should enable the reduction to com-
pute a “forged” signature by itself, without the adversary. In fact, tight multi-user
security is known to be impossible for many signature schemes, for example when
the public key uniquely defines the matching secret key [3].

Several previous works have developed techniques to overcome this seeming
paradox [1,2,12,19]. Essentially, their approach is to build schemes where secret
keys are not uniquely determined by public parameters, along with a reduction
that exploits this to evade the paradox. However, all currently known construc-
tions either use the random oracle model, and therefore cannot be used to build
tightly-secure AKE in the standard model, or are based on tree-based signatures
[2], which yields signatures with hundreds of group elements and thus would incur
even more overhead than compensating the security loss with larger parameters.
Jumping slightly ahead, we remark that [2] also describes a pairing-based sig-
nature scheme with short constant-size signatures, but we identify a gap in the
security proof. Hence, currently there is no practical signature scheme which
achieves tight security in the multi-user setting with adaptive corruptions.

1.1 Contributions

Summarizing the previous paragraphs, we can formulate the following natural
questions related to AKE and signatures:

Do there exist efficient AKEs and signature schemes with tight multi-user
security in the standard model?

TIGHTLY-SECURE SIGNATURES. We identify a subtle gap in the MU-EUF-
CMA®"" security proof of the scheme from [2] with constant-size signatures
(namely, SIG¢ in [2, Section 2.3]). We did not find a way to close this gap and
therefore develop a new variant of this scheme and prove tight MU-EUF-CMA<"™
security in the standard model. More precisely, SIG¢ follows the blueprint of the
Blazy-Kiltz-Pan (BKP) identity-based encryption scheme [6], and transforms an
algebraic message authentication code (MAC) scheme into a signature scheme
with pairings. If the MAC is tightly-secure in a model with adaptive corrup-
tions, so is the signature scheme. We notice, however, that their MAC does not
achieve tight security with adaptive corruptions since the corruption queries leak
too much secret information to the adversary.
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Alice ('sa, sska,vka) Bob (sskp,vkp)

N Pick random nonce N <s {0, 1}

-—

(pk, sk) s KEM.Gen

o1 < Sign(ssk 4, (Alice, Bob, pk, N)) (PAk', o1)
Verify o1 and abort if it is invalid
st <s SE.E(s, sk) (¢, K) s Encap(pk)
(¢, 02) 0y + Sign(sskp, (Alice, Bob, pk, a1, ¢, N))

Verify o9 and abort if it is invalid
K < Decap(sk, c)

Fig. 1. The two-message protocol AKEamsg using the “KEM+-2 x SIG” approach and the
three-message protocols AKEsmsg (including the red parts) and AKE3ne (including the
red and gray parts) using the “Nonce+KEM+2 x SIG” approach. (AKE33 additionally

uses a symmetric encryption scheme SE.)

To overcome this issue, we borrow recent techniques from tightly-secure hier-
archical identity-based encryption schemes [26,27] to construct a new MAC
scheme that can be proven tightly secure under adaptive corruptions. OQur con-
struction is based on pairings and general random self-reducible matrix Diffie-
Hellman (MDDH) assumptions [15]. When instantiated based on the D-MDDH
assumption (e.g., k-Lin), a signature consists of 4k + 1 group elements. That is
5 group elements for k¥ = 1 (SXDH). This yields the first tightly MU-EUF-
CMA®"-secure signature in the standard model with practical efficiency.

We remark that our new signature scheme circumvents known impossibil-
ity results for signatures and MACs [3,30], since these apply only to schemes
with re-randomizable signatures or re-randomizable secret keys [3], or deter-
ministic schemes [30]. Our construction is probabilistic and not efficiently re-
randomizable in the sense of [3].!

TIGHTLY-SECURE AKE IN THE STANDARD MODEL. The classical “key encap-
sulation plus digital signatures” (KEM + 2 x SIG) paradigm to construct AKE
protocols gives rise to efficient protocols and is the basis of many constructions,
e.g., [7,10,11,13,19,23,29]. To establish a session key, two parties Alice and Bob
proceed as follows (cf. Fig. 1). Alice generates an ephemeral KEM key pair (pAk, s7<)
and sends the signed public key to Bob. Bob then uses this public key to encap-
sulate a session key, signs the ciphertext, and sends it back to Alice. Alice then
obtains the session key K by decapsulating with the KEM secret key. For exam-
ple, one can view the classical “signed Diffie-Hellman” as a specific instantiation of
this paradigm, by considering the Diffie-Hellman protocol as the El1Gamal KEM.

Our approach to construct efficient AKE protocols with tight security is based
on this KEM+2 x SIG paradigm. Given a tightly MU-EUF-CMA®" secure signa-
ture scheme, it remains to determine suitable security notions for the underlying

! Our signatures are only re-randomizable over all strings output by the signing algo-
rithm. The impossibility result from [3] requires uniform re-randomizability over all
strings accepted by the verification algorithm, which does not hold for our scheme.
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Fig. 2. Schematic overview of our AKE constructions.

KEM, which finds a balance between two properties. The security notion must
be strong enough to enable a tight security proof in presence of adaptive session
key reveals and possibly even state reveals. At the same time, it must be weak
enough to be achievable in the standard model. We now sketch the construction
of our three AKE protocols along with the corresponding KEM security notions,
see also Fig.2. In terms of AKE security, we consider a generic and versatile
security model which provides strong properties, such as full forward security
and key-compromise impersonation (KCI) security. “Partnering” of oracles is
defined based on original key partnering [28]. The model is defined in pseu-
docode to avoid ambiguity.

— Our first result is a new tight security proof for the two-message protocol
AKEomsg, which follows the KEM+2 x SIG paradigm. AKEomsg is exactly the
LLGW protocol [29] and the main technical difficulty is to adopt the LLGW proof
strategy from the “Multi-Bit-Guess” to the standard “Single-Bit-Guess” set-
ting. This requires significant modifications to the proof outline and the under-
lying KEM security definition. Our new proof relies on Multi-User/Challenge
one-time CCA (MUC-0tCCA) security for KEMs, allowing the adversary to
ask many challenge queries but only one decapsulation query per user. Even
though this is a slightly weaker version of the standard Multi-User/Challenge
CCA (MUC-CCA) security notion for KEMs (allowing for unbounded decap-
sulation queries [17]), the most efficient instantiations we could find are the
MUC-CCA-secure schemes with tight security from [17,18,22].2

— Our second result is a three-message protocol AKEsmsg resisting replay
attacks, which extends the KEM+2 x SIG protocol AKEsmsg with an additional
nonce sent at the beginning of the protocol (“Nonce + KEM + 2 x SIG”). For
our security proof we require the KEM security notion of Multi-User Single-
Challenge one-time CCA (MUSC-otCCA) security, allowing the adversary to

2 We are aware of the generic constructions of bounded-CCA secure KEMs from CPA-
secure KEMs [8], but they do not seem to offer tight security in a multi-challenge
setting.
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ask only one challenge and one decapsulation query per user. This notion is

considerably weaker than MUC-otCCA security and it is achievable from any

universaly hash proof system [9]. (For example, based on a standard assump-

tion such as Matrix DDH (MDDH) [15] which yields highly efficient KEMs.)
— Our third result is a three-message protocol AKEéﬁ?g, which extends the

Nonce + KEM + 2 x SIG protocol AKEzmsg by encrypting the state with a sym-

metric encryption (SE) scheme. AKE32 has tight security in a very strong
model that even allows the adversary to obtain session states of oracles [7].
The fact that the reduction must be able to respond to adaptive queries
for session states by an adversary makes it significantly more difficult to
achieve tight security. Our key technical contribution is a new “Multi-User
SIMulatability” (e-MU-SIM) security notion for KEMs, which we also show
to be tightly achievable by universal, hash proof systems. We stress that the
reduction to the security of the symmetric encryption scheme is the only part
of the security proof which is not tight. We tolerate this, since compensating
a security loss for symmetric encryption incurs significantly less performance
penalty than for public key primitives.3

Note that our AKEzmsg and AKESae use nonce to resist replay attacks and admit

KEM security with one challenge per user. This can also be achieved generically

by assuming synchronized counters between parties, following the approach of

[29]. Consequently, we can also use counter instead of nonce in AKEznse and

AKE?:fSeg, and obtain two two-message counter-based AKE protocols which have
state

the same efficiency and security as AKEsmsg and AKE3[,, respectively.

INSTANTIATIONS. Tablel gives example instantiations of our protocols from
universalo hash proof systems from the MDDH assumption and compares them
to known protocols. The protocols BHJKL [2] and LLGW [29] only offer tight
security in the MBG model which implies security in our standard SBG model
with a loss of T', the number of test queries [23]. For more details on our instan-
tiations we refer to Sect. 6. Note that there are other works which study AKE in
the standard model (e.g., [16,24]). However, they do not focus on tightness and
have a quadratic security loss.

TECHNICAL APPROACH TO AKE. In the following, we give a brief overview of
our technical approach to tight security under our SBG-type security definition
and show how our protocols prevent replay attacks and support state reveals.
To obtain an AKE protocol with a tight security reduction in the KEM + 2 x
SIG framework, we rely on the tight MU-EUF-CMA®™ security of the signature
scheme to guarantee authentication and deal with corruptions, and on the tight
MUC-CCA security of KEM to deal with session key reveals. To this end, recall

3 For instance, openssl speed aes shows that AES-256 is only about 1.5 times slower
than AES-128 on a standard laptop computer. Given that the cost of symmetric key
operations is already small in comparison to the public key operations, we consider
this as negligible.
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Table 1. Comparison of standard model AKE protocols with full forward security,
where T refers to the number of test queries. Protocols AKESme and AKEzmsg refer to
our protocols given in Fig. 1, instantiated from Dy-MDDH. The column Communi-
cation counts the communication complexity of the protocols in terms of the number
of group elements, exponents and nonces, where we instantiate all protocols with our
new signature scheme from Subsect. 5.3. The column Security Loss lists the security
loss of the reduction in the “Single-Bit-Guess” (SBG) model, ignoring all symmetric
bounds.

Protocol Communication #Msg. Assumption State Security

Reveal Loss

BHJKL [2] 11411 3 SXDH no O(N\T)
(2k2 + 6k + 5) —+ (6k’ —+ 9) Dk:—MDDH

LLGW [29] 9410 2 SXDH no O(N\T)
(k2 + 7k +1) + (6k +4) Di-MDDH

AKE?;‘:g 8+ 7 3 SXDH yes O(N)
(5k + 3) + (5k + 2) Dik-MDDH

AKEomsg (= LLGW) 9410 2 SXDH no O(N)
(k2 + 7k +1) + (6k +4) Dr-MDDH

that the SBG-style security game for MUC-CCA security allows multiple encap-
sulation and decapsulation queries per user, but considers only a single challenge
bit. At the same time, observe that the reduction algorithm can always use the
challenge key (which is either the real encapsulated key or a random key) as the
session key of the simulated AKE protocol. In combination, these observations
immediately lead to a tight security proof for AKEymsg. We remark that AKEymsg
can also be proved secure under an even weaker security notion for KEM, namely
MUC-0tCCA, which allows only one decapsulation query per user. This assumes
that parties choose to “close” a session once this session accepts or rejects. In
this way we can guarantee that the adversary has only a single opportunity to
submit a ciphertext per pAk.

To prevent replay attacks we make use of an exchange of nonces resulting
in protocol AKE3zmsg. As a byproduct of using nonces (in combination with the
signature scheme), we can now guarantee that the adversary cannot replay any
message anymore. This includes pk, and thus we can ensure that the simulator
only needs to respond to one encapsulation query per pAk in the security game.
In this way we can further weaken the security requirement that we need from
the KEM to MUSC-otCCA.

Now, to support state reveals, we use a symmetric encryption scheme SE that
is used to encrypt the ephemeral secret key sk of each session, similar to [23].
More concretely, we require that the state is computed as st = SE.E(s, sAk)7 where
s is the secret key of SE that is made part of the long-term secret key. This mod-
ification yields protocol AKE33te. Having introduced such a state, we now also
consider a security model that allows the adversary to issue state reveal queries
to obtain the state st. But now the reduction to the MUSC-otCCA security of
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the KEM cannot work as before, since the reduction algorithm cannot output
SE.E(s, sk) to the adversary. A natural way to address this problem is to make
use of the security of SE, and make the reduction change the state to an encryp-
tion of some dummy random key r, i.e., st = SE.E(s, 7). However, now the SE
reduction algorithm is faced with a critical decision: If the adversary asks a state
reveal query, should the reduction output st = SE.E(s, sk) or st = SE.E(s,)? It
seems that both choices are problematic. If the reduction responds with the
encryption of KEM secret key sAk, then the reduction to the KEM will fail in
case the adversary asks a test query. If on the other hand the reduction outputs
an encryption of a dummy random key, then the reduction will fail in case the
adversary queries the secret key via a corrupt query. To solve this problem, the
existing approaches rely on a non-committing symmetric encryption scheme that
is proven secure in the random oracle model [23].

To obtain a tight security supporting state reveals in the standard model,
we enhance the MUSC-otCCA security of KEM to our new e-MU-SIM-security,
so that a symmetric encryption scheme SE with comparatively weak security
guarantees suffices. The idea is to rely on a security notion for the symmetric
encryption scheme that is as weak as possible while still being able to compen-
sate for this via a stronger KEM. Somewhat surprisingly, our proof shows that
when relying on an e-MU-SIM-secure KEM, we only need to require IND-mRPA
security (indistinguishability against random plaintext attacks) from SE. Such a
symmetric encryption scheme can be easily instantiated using any weakly secure
(deterministic) encryption scheme like as AES or even using a weak PRF. Let
us now describe e-MU-SIM-secure KEM in slightly more detail. In a nutshell,
an e-MU-SIM-secure KEM provides the reduction with access to an additional
encapsulation algorithm Encap® that is keyed with the secret key. We have secu-
rity requirements as follows:

e Computational indistinguishability between Encap and Encap®: We require
that the reduction can switch to using Encap™ without the adversary noticing
even given the secret key sk of the KEM. In particular, the resulting indistin-
guishability notion must tightly reduce to an underlying security assumption.

e Statistical e-uniformity: When using the alternative encapsulation mechanism
Encap®, we require that the encapsulated key in the challenge ciphertext c*
will be indistinguishable from random with statistical distance € (even if a
decapsulation of some distinct ciphertext ¢ # ¢* of its choice is given). This
is particularly useful when aiming at tight security reductions.

e Since we want to apply e-MU-SIM-secure KEMs in a protocol setting with
multiple parties, security must in general hold in a multi-user setting.

Fortunately, such a KEM can be instantiated from universals hash proof systems
(HPS). In particular, we show that the e-MU-SIM-security is implied by the
hardness of subset membership problems and the universals-property of HPS.

Our new e-MU-SIM-secure KEM now allows us to avoid the above mentioned
decision when dealing with state reveals and in this way opens a new avenue
towards a tight security reduction. To this end, we use a novel strategy in our
security proof.



678 S. Han et al.

1. We first switch from using Encap to Encap®. By the security properties of our
KEM, the adversary cannot notice this, even given sk.

2. Next, we replace the session keys of tested sessions with random keys — one
user at a time. We apply a hybrid argument over all users. In the n-th hybrid
(n = 1,...,u with u being the number of users), we replace the test session
keys related to the n-th user with random keys. We can show that this is
not recognizable by the adversary since the key K* generated by Encap™ is
statistically close to uniform even if the adversary gets to see another key for
a ciphertext of its choice. We distinguish the following cases.

Case 1: The adversary corrupts the 7-th user. For each session related to this
user, the adversary can either reveal the session state or test this session,
but not both. If the adversary reveals the state, we do not have to replace
the session key at all, so the change is in fact only a conceptual one. If
the session is tested, the adversary does not know the state SE.E(s, s7€)
and thus we can replace the session key by exploiting the e-uniformity of
Encap™.

Case 2: The adversary does not corrupt the n-th user. In this case, we rely
on the IND-mRPA security of SE and replace sk in the encrypted state
with a random dummy key for this user. Then, we can use e-uniformity
to replace all tested keys for that user with random keys, as the state
does not contain any information about sk. After that, we have to switch
back to using the original state encryption mechanism and encrypt the
real secret key s7f, getting ready for the next hybrid.

After p hybrids, we change all tested keys to random. At this point the

adversary has no advantage in the security game.

Overall, this security proof loses a factor of 2p — but only when reducing to the
IND-mRPA security of the symmetric encryption scheme. All other steps of the
proof feature tight security reductions.

2 Security Notions for KEMs

2.1 Preliminaries

Let () denote an empty string. If x is defined by y or the value of y is assigned
to x, we write z := y. For u € N, define [u] := {1,2,..., u}. Denote by z «—s X
the procedure of sampling = from set X uniformly at random. If D is distribu-
tion, z < D means that = is sampled according to D. All our algorithms are
probabilistic unless states otherwise. We use y «s A(x) to define the random
variable y obtained by executing algorithm A on input z. We use y € A(z)
to indicate that y lies in the support of A(zx). If A is deterministic we write
y «— A(x). We also use y « A(z;r) to make the random coins r used in the
probabilistic computation explicit. Denote by T(A) the running time of A. For
two distributions X and Y, the statistical distance between them is defined by
A(X;Y) =13 |Pr[X = 2] — Pr[Y = z]|, and conditioned on Z = z, the sta-
tistical distance between X and Y is denoted by A(X;Y|Z = z2). For 0 <e <1,
X and Y are said to be e-close, denoted by X ~. Y, if A(X;Y) <e.



AKE and Signatures with Tight Security in the Standard Model 679

Definition 1 (Collision-resistant hash functions). A family of hash func-
tions H is collision resistant if for any adversary A,

Adv%_r[(.A) = Pr[xl #+ 9 /\H(.’L‘l) = H(.Z’Q)‘(Jil,xg) —s A(H),H —s H]

2.2 Key Encapsulation Mechanisms

Definition 2 (KEM). A key encapsulation mechanism (KEM) scheme
KEM = (KEM.Setup, KEM.Gen, Encap, Decap) consists of four algorithms:

— KEM.Setup: The setup algorithm outputs public parameters ppxem, which
determine an encapsulation key space K, public key & secret key spaces
PIC x SKC, and a ciphertext space CT .

— KEM.Gen(ppkem): Taking ppxem as input, the key generation algorithm out-
puts a pair of public key and secret key (pk,sk) € PK x SK. W.lo.g., we
assume that KEM.Gen first samples sk «—s SKC uniformly, and then computes
pk from sk deterministically via a polynomial-time algorithm KEM.PK, i.e.,
pk := KEM.PK(sk). This is reasonable since we can always take the random-
ness used by KEM.Gen as the secret key.

— Encap(pk): Taking pk as input, the encapsulation algorithm outputs a pair of
ciphertext ¢ € CT and encapsulated key K € K.

— Decap(sk, c): Taking as input sk and c, the deterministic decapsulation algo-
rithm outputs K € KU {L}.

We require that for all ppxgm € KEM.Setup, (pk,sk) € KEM.Gen(ppyem)s
(¢, K) € Encap(pk), it holds that Decap(sk,c) = K.

We define two security notions for KEMs, the first one in the Multi-
User/Challenge (MUC) setting, the second one in the Multi-User and Single
Challenge (MUSC) setting. Both notions only allow for one single decapsulation
query per user.

Definition 3 (MUC-0tCCA/MUSC-0tCCA Security for KEM). To

KEM, the number of users u € N, and an adversary A we associate the advantage

Junctions Advgen % (A) == | PrlExpiemona = 1] — | and Adviggn s 2 (A) :=
| Pr[Expiem na = 1] — f|, where the experiments are defined in Fig. 3.

Below we recall the definition of the diversity property from [29].

Definition 4 (y-Diversity of KEM). A KEM scheme KEM is called v-diverse
if for all ppxem € KEM.Setup, it holds that
k, sk) <—s KEM.Gen ; , _
Pr r,r’ —s R;(c, (II;) — )Encap(pk r); (c('pgg’E)M}— Encap(pk;r’) K= K] <27
Pr [(pk ,sk) s KEM.Gen(ppyew ); (PK', sk') s KEM.Gen(ppyewm);
r <s R; (¢, K) < Encap(pk; r); (¢, K') < Encap(pk’;7)

where R is the randomness space of Encap. If v = log |K|, then KEM is perfectly
diverse.

:K:K'} <277,



680 S. Han et al.

ExpRevon s EXPREN ot © O onr(1): //at most once per user 4
(¢, K) < Encap(pk:)

EncList := EncList U {(¢,¢)}

Ko:=K; Ky <s K

Return (¢, K)

pPkem < KEM.Setup
For i € [u]: (pki, ski) <—s KEM.Gen(ppyem)
EncList := @ /Records the encapsulation queries

b<s {0,1} //Single challenge bit

PKList := {pki}ic(u Obsear(i,¢):/ at most once per user i
Y ~Decapl%, € )¢

b s A%Ex w('),om«-w('r)(ppKEW PKList) If (i,c') ¢ EncList:

Return K’ < Decap(sk;,c’)

Ifo =b: t 1; Else: t
Return 1; se: Return 0 Else: Return L

Fig. 3. The MUC-0tCCA security experiment Expggy’- and the MUSC-otCCA secu-

rity experiment Exp',EES,\fl:‘:f;a of KEM, where in the latter the adversary can query the

encapsulation oracle only once for each user.

We also propose a new security notion for KEMs called e-MU-SIM (e-multi-user
simulatable) security. Jumping ahead, e-MU-SIM secure KEMs will serve as the
main building block in our generic AKE construction with state reveal later.
We present the formal definition of e-MU-SIM security (Definition 5). We also
present simple constructions of e-MU-SIM secure KEMs from universals-HPS in
the full version [21].

Informally, e-MU-SIM security requires that there exists a simulated encap-
sulation algorithm Encap®(sk) which returns simulated ciphertext/key pairs
(c*, K*) satisfying the following two properties. Firstly, they should be com-
putationally indistinguishable from real ciphertext/key pairs. Secondly, given ¢*
and an arbitrary single decryption query, the simulated key K* should be e-close
to uniform.

Definition 5 (e-MU-SIM Security for KEM). We require that there exists
a simulated encapsulation algorithm Encap™(sk) which takes the secret key sk
as input, and outputs a pair of simulated ¢* € CT and simulated K* € K. For
e-uniformity we require that for any (unbounded) adversary A, it holds that

| Prlc «s A(pk,c*,K*) : c# ¢* A A(pk,c*, K*, Decap(sk, c)) = 1]

1
— Pr[e «s A(pk,c*,R) : ¢ # c* N A(pk,c*, R, Decap(sk,c)) = 1] | <, S

where the probability is over ppkem —s KEM.Setup, (pk,sk) «s KEM.Gen
(pPkem); (¢*, K*) «—s Encap®(sk), R <s K and the internal randomness of A.
Furthermore, to KEM, a simulated encapsulation algorithm Encap™, an adver-

mu-sim

sary A, and p € N we associate the advantage function Advgem Encap+,,u(A) ==
, (2)

where  ppxem —s KEM.Setup, (pk;, sk;) <—s KEM.Gen(ppxem); (cgo),Ki(O)) —s
Encap(pk;), and (cgl),Ki(l)) s Encap™(sk;) for Vi € [u].

4 k2

‘Pr {A({pki,sk:i,c,(o),Ki(O)}ie[u]) = 1} —Pr [A({pki,ski,c(-l),K,i(l)}ieM) = 1}

Note that e-MU-SIM security tightly implies MUSC-0tCCA™¥™ gecurity which
is a stronger variant of MUSC-otCCA security supporting key reveal and user
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corrupt queries. Reveal and corrupt queries can be tolerated since in the security
experiment (2), adversary A also obtains secret keys ski, ..., sk,. By (1) one can
see that one single decapsulation query is supported. In particular, eMU-SIM
security tightly implies MUSC-otCCA security. In the full version [21], we will
define universaly hash proof systems, construct HPSyppy schemes from the
MDDH assumptions, and show how they imply e-MU-SIM secure KEMs.

3 Authenticated Key Exchange

3.1 Definition of Authenticated Key Exchange

Definition 6 (AKE). An authenticated key exchange (AKE) scheme AKE =
(AKE.Setup, AKE.Gen, AKE.Protocol) consists of two probabilistic algorithms and
an interactive protocol.

— AKE.Setup: The setup algorithm outputs the public parameter ppake-

~ AKE.Gen(ppakg, Pi): The generation algorithm takes as input ppaxg and a
party P;, and outputs a key pair (pk;, sk;).

— AKE.Protocol(P;(res;) = Pj(res;)): The protocol involves two parties P; and
Pj, who have access to their own resources, res; :=(sk;, ppakes {Pkutuefu))
and res; := (skj, pPake,> {Pku fuelu)), respectively. Here i is the total number
of users. After execution, P; outputs a flag W; € {0, accept, reject}, and
a session key k; (ki might be the empty string 0), and P; outputs (¥, k;)
similarly.

Correctness of AKE. For any distinct and honest parties P; and P}, they share
the same session key after the execution of AKE.Protocol(P;(res;) = Pj(res;)),
ie., ¥; = ¥; = accept, k; = k; # 0.

3.2 Security Model of AKE

We will adapt the security model formalized by [2,19,28], which in turn followed
the model proposed by Bellare and Rogaway [5]. We also include replay attacks
[29] and multiple test queries with respect to the same random bit [23].

First, we will define oracles and their static variables in the model. Then we
describe the security experiment and the corresponding security notions.

Oracles. Suppose there are at most p users Py, Ps, ..., P,, and each user will
involve at most ¢ instances. P; is formalized by a series of oracles, 7}, 72, ..., 7.
Oracle 7§ formalizes P;’s execution of the s-th protocol instance.

Each oracle wf has access to P;’s resource res; := (sk;, ppaxe, PKList :=
{PEu}uepu). ™ also has its own variables var] := (st7, Pid7, k7, ¥7).
— stf: State information that has to be stored between two rounds in order to

execute the protocol.

— Pid;: The intended communication peer’s identity.
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— k7 € K: The session key computed by 7. Here K is the session key space. We
assume that () € K.

— W € {0}, accept, reject }: ¥ indicates whether 7 has completed the protocol
execution and accepted k3.

At the beginning, (stf, Pid;, kf, W) are initialized to (0, 0,0, (). We declare that

(B

ks # 0 if and only if ¥F = accept.

Security Experiment. To define the security notion of AKE, we first formalize
the security experiment Expakg , 0,4 Wwith the help of the oracles defined above.
EXpake 4 18 a game played between an AKE challenger C and an adversary
A. C will simulate the executions of the ¢ protocol instances for each of the u
users with oracles n7. We give a formal description in Fig. 4.

Adversary A may copy, delay, erase, replay, and interpolate the messages
transmitted in the network. This is formalized by the query Send to oracle
7. With Send, A can send arbitrary messages to any oracle 7{. Then 77 will
execute the AKE protocol according to the protocol specification for P;. The
StateReveal(i, s) oracle allows A to reveal 77’s session state.

We also allow the adversary to observe session keys of its choices. This is
reflected by a SessionKeyReveal query to oracle 7.

A Corrupt query allows A to corrupt a party P; and get its long-term secret
key sk;. With a RegisterCorrupt query, A can register a new party without public
key certification. The public key is then known to all other users.

We introduce a Test query to formalize the pseudorandomness of k7. There-
fore, the challenger chooses a bit b «s {0, 1} at the beginning of the experiment.
When A issues a Test query for 7f, the oracle will return L if the session key
k? is not generated yet. Otherwise, w7 will return £k} or a truly random key,
depending on b. The task of A is to tell whether the key is the true session key
or a random key. The adversary is allowed to make multiple test queries.

Formally, the queries by A are described as follows.

— Send(i, s, j, msg): If msg = T, it means that A asks oracle 77 to send the first
protocol message to P;. Otherwise, A impersonates P; to send message msg
to m}. Then 7} executes the AKE protocol with msg as P; does, computes
a message msg’, and updates its own variables var; = (stf, Pid;, k?, 7). The
output message msg’ is returned to A.

If Send(4, s, j, msg) is the 7-th query asked by A and 77 changes ¥ to accept
after that, then we say that «} is 7-accepted.

— Corrupt(4): C reveals party P;’s long-term secret key sk; to A. After corruption,

Tl ﬂ'f will stop answering any query from A.

If Corrupt(4) is the 7-th query asked by A, we say that P; is 7-corrupted.
If A has never asked Corrupt(i), we say that P; is co-corrupted.

— RegisterCorrupt(i, pk;): It means that A registers a new party P; (i > u). C
distributes (P;, pk;) to all users. In this case, we say that P; is 0-corrupted.

— StateReveal(i, s): The query means that A asks C to reveal 7}’s session state.
C returns st} to A.
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EXpAKE,u,Z.A:
pPake < AKE.Setup
For i € [u]:
(pki, ski) < AKE.Gen(ppage; P);
crp; = false
PKList := {pki}ic(u; b < {0,1}
For (i,s) € [u] x [€]:

//Corruption variable

varj := (st{, Pid}, k7, %) == (0,0,0,0);
Aflag] := false //Whether Pid; is corrupted when 7 accepts
T7 := false; kRev; := false /| Test, Key Reveal variables

stRev; := false, FirstAcc] := 0
/| State Reveal & First Acceptance variables
b A9MEC) (pp e, PKList)

Winauh := false
Winaun = true, If 3(4,s) € [pu] x [{] s.t.
(1) ¥ = accept /7 is T-accepted
(2) Aflag; = false  //P; is 7-corrupted with j := Pid; and 7 > 7
(3) (3.1) V (3.2) V (3.3). Let j := Pid;
(3.1) # t € [¢] s.t. Partner(m; < )
(3:2) 3te [0, (,¥) € ] x 6] with (7.1) # (7, si.
Partner(m} < 7}) A Partner(m} + 7rj"l,)
(3.3) 3t €0, (i,s) € [u] x [€] with (i,s) # (i, s") s.t.
Partner(m} < m}) A Partner (75, « nt)  JReplay attacks

Winjng := false
Ifb* =b:

Winjng := true; Return 1
Else: Return 0

Partner (7 « 7%):
If 7} sent the first message and k;
If 7] received the first message and k]
Return 0

//Checking whether Partner(m} < })
K(m, mh) # 0: Return 1
K(rf, m}) # 0: Return 1

i (msg, j):

/7 executes AKE according to the protocol specification

If Pid; = (): Pid} := j

If Pid} = j:
7; receives msg and uses res;, var; to generate the next
message msg’ of AKE, and updates (st{, Pid{, k7, ¥;");
If msg = T: m} generates the first message msg’ as initiator;
If msg is the last message of AKE: msg’ := ();
Return msg’

If Pid{ # j: Return L

Oake(query):

If query=RegisterCorrupt(u, pku):
If u € [p]: Return L
PKList := PKList U {pka}
crpy = true
Return PKList

Oake(query):
If query=Send(%, s, j, msg):
If ¥ = accept: Return L
msg’ 77 (msg, j)
If ¥ = accept:
If crp; = true: Aflag; := true;
// Determine whether 7} accepts before its partner
If crp; = false A 3t € [(] s.t. Partner(r « m5):
If lI//r # accept:
FirstAcc] := true; Firsz(‘f; := false
If Q/; accept:
FirstAcc] = false; FirstAcc: := true
Return msg’

If query=Corrupt(i):
If i & [p]: Return L
For s € [(]
If FirstAcc; = false A stRev; = true:
If T} = true: Return 1;
If 3t € [0] s.t. Partner(r} « 7))
If T} = true: Return L;
crp; = true
Return sk;

//avoid TA6

/avoid TA7

If query=SessionKeyReveal(, s):
If ¥ # accept: Return L
If 77 = true: Return L
Let j := Pid}
If 3t € [€] s.t. Partner(r§ <> mh):
If T = true: Return L
kRev; := true; Return k;

//avoid TA2

/avoid TA4

If query=StateReveal(7, s)
If FirstAcc; = false A crp;
If TP = true: Return L;
Let j := Pid}
If 3t € [¢] s.t. Partner(r} « 7f):
If T/r = true: Return
stRev;] := true; Return st}

= true:
//avoid TA6

Javoid TAT

If query=Test(, s):
If w7 # accept V Aflag; = true V kRev; = true
V T = true: Return L /avoid TA1, TA2, TA3
If FirstAcc; = false:
If crp; = true A stRev] = true:
Return L
Let j := Pid}
If 3t € [€] s.t. Partner(rS <> mh)
If kRev! = true v T} = true:
Return L
If 3t € [€] s.t. Partner(r} < m})
If FirstAccl = false A crp; = true
A stRm,'t/' = true: Return L Javoid TAT
T; = true; ko := ki; k1 <s K; Return ky

//avoid TA6

/avoid TA4, TA5

Fig. 4. The security experiments EXpaye ,, ¢ 4,

replay,state

and EprKE,H’[’A

replay
EXpAKE,u,Z,A

(both without red text)

(with red text). The list of trivial attacks is given in Table 2.
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— SessionKeyReveal(i, s): The query means that A asks C to reveal 7$’s session
key. If ¥ # accept, C returns L. Otherwise, C returns the session key & of
.

— Test(i,s): If ¥ # accept, C returns L. Otherwise, C sets ko = k7, samples

k1 «s K, and returns k;, to A. We require that A can ask Test(i, s) to each
oracle 77 only once.

Informally, the pseudorandomness of k{ asks that any PPT adversary A with
access to Test(i, s) cannot distinguish k¢ from a uniformly random key. Yet, we
have to exclude some trivial attacks. We will define them later and first introduce
partnering.

Definition 7 (Original Key [28]). For two oracles 7§ and 7T§-, the original key,

denoted as K(rf, 7r§), is the session key computed by the two peers of the protocol

under a passive adversary only, where w; is the initiator.

Remark 1. We note that K(r#,7}) is determined by the identities of P; and P;
and the internal randomness.

Definition 8 (Partner [28]). Let K(-,-) denote the original key function. We
say that an oracle 7§ is partnered to mt, denoted as Partner(w$ < i), if one of

J J
the following requirements holds:

— 7} has sent the first message and kj = K(x, %) # 0, or
— 7} has received the first message and ki = K(n%, 7f) # 0.

We write Partner(n « 7%) if Partner(r} « 7%) and Partner(r} « 7).

Trivial Attacks. In order to prevent the adversary from trivial attacks, we keep
track of the following variables for each party FP; and oracle =3:

— crp;: whether P; is corrupted.

— Aflag;: whether the intended partner is corrupted when 77 accepts.

— T7?: whether 7] was tested.

— kRev}: whether the session key k] was revealed.

— stRev]: whether the session state st; was revealed.

— FirstAcc): whether P; or its partner is the first to accept the key in the
session.

Based on that we give a list of trivial attacks TA1-TA7 in Table 2.

Remark 2. We introduced variable F'irst Acc to indicate whether the party or its
partner is the first to accept the key. This is used to determine whether the state
of an oracle is allowed to be revealed when the oracle or its partner is tested.

4 The arrow notion 7§ «— 7r§ means 7; (not necessarily 7T§) has computed and accepted
the original key.
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— In general, the session key of the party which accepts the key after its partner
(i.e., FirstAcc = false), by the correctness of AKE, must be identical to its
partner’s. Thus, the session key is fully determined by the state and long-term
key of that party (as well as transcripts).

— However, the session key of the party which accepts the key before its partner
(i.e., FirstAcc = true) might involve fresh randomness beyond its state and
long-term key.

Thus, it is a trivial attack to reveal the state and the long-term key of the same
oracle, if the oracle or its partner is tested and the oracle accepts the key after
its partner (i.e., FirstAcc = false). This is a minimal trivial attack regarding
state reveal®, and it is formalized as TA6 and TAT in Table 2.

The following definition also captures replay attacks. Given Partner(ﬁf,/ — 77}5-),

a successful replay attack means that A resends to mf the messages, which
were sent from 7r§ to 7rf,/, and 7 is fooled to compute a session key, i.e.,
Partner(nj « }). Note that a stateless 2-pass AKE protocol cannot be secure
against replay attacks [29]. Therefore, we also define security without replay
attacks in Definition 11.

Furthermore, we distinguish between security with state reveals (Definition 9)
and without state reveals (Definition 10), where in the latter the adversary

cannot query the session state of an oracle.

Table 2. Trivial attacks TA1-TA7 for security experiments Expakg , ¢ .4

replay replay,state . replay,state
EprKE’M‘Z’A and EXPAKE,;L,LA’ where TA6 and TAT are only defined in EprKE‘M‘Z,A.

Note that “Aflag] = false” is implicitly contained in TA2-TA7 because of TA1.

Types Trivial attacks Explanation

TA1 T; = true A Aflag] = true g
m

TA2 T; = true A kRev] = true iy
TA3 T? = true when Test(i, s) is queried Test(%, s) is queried at least twice

i

is tested but 7}’s partner is corrupted when
accepts session key k7

s
i
s
i
s

7 is tested and its session key k] is revealed

TA4 | T} = true A Partner(w] < 7}) A kRev} = true | =} is tested, 7] and «/ are partnered to each
other, and w;’s session key k; is revealed

TA5 T; = true A Partner(w] < 7¢) AT} = true w; is tested, 7§ and 7! are partnered to each
other, and 7r; is tested
TA6 T; = true A FirstAcc] = false 7 is tested, 7] accepts its key after its partner,
A stRev] = true A crp; = true and 7 is both corrupted and has its state st;
revealed
TAT | T; = true A Partner(7; «— WJL) A Fi,r'.s'tA('r:JL = ;] is tested, 7] accepts its session key before
false A stRez;; = true A crp; = true its partner, but its partner ﬂ';i is both corrupted

and state revealed

Definition 9 (Security of AKE with Replay Attacks and State Reveal).
Let p be the number of users and ¢ the mazimum number of protocol executions

5 Tt is also possible to define the trivial attack regardless of FirstAcc, but our definition
of TA6 and TA7 is minimal and makes our security model stronger.
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per user. The security experiment Exp;flzléyyi}a’j (see Fig. 4) is played between the

challenger C and the adversary A.

1. C runs AKE.Setup to get AKE public parameter ppake-

2. For each party P;, C runs AKE.Gen(ppake, Pi) to get the long-term key pair
(pki, sk;). Neat it chooses a random bit b —s {0,1} and provides A with the
public parameter ppake and the list of public keys PKList := {pk;}icu-

3. A asks C Send, Corrupt, RegisterCorrupt, SessionKeyReveal, StateReveal and
Test queries adaptively.

4. At the end of the experiment, A terminates with an output b*.

e Strong Authentication. Let Winay, denote the event that A breaks authen-
tication in the security experiment. Winawn happens iff 3(i, s) € [u] x [€] s.t.
(1) =7 is T-accepted.

(2) Pj is 7-corrupted with j := Pidj and 7 > 7.
(3) Either (3.1) or (3.2) or (5.3) happens®. Let j := Pid;.
(3.1) There is no oracle 7% that wj is partnered to.

t

(3.2) There exist two distinct oracles wt and ﬂ;’»:, to which m; is partnered.

J

(3.3) There exist two oracles w5 and 7wt with (i',s") # (i,s), such that both

™ and 7rf,l are partnered to 7T§.

e Indistinguishability. Let Win),q denote the event that A breaks indistin-
guishability in Expfﬁ?’i}fj above. Let b* be A’s output. Then Winj,q happens
iff b* = b. Trivial attacks are already considered during the execution of the
experiment. A list of trivial attacks is given in Table 2.

Note that Expf&'éﬁ?j = 1 iff Winj,q happens. Hence, the advantage of A is
defined as

Advfﬁ'éiffte(A) : = max{Pr[Winau], | Pr[Winng] — 1/2|}
= max{Pr[Winauen], | Pr[ExpiRe’ 5% = 1] — 1/2[}.

Definition 10 (Security of AKE with Replay Attacks and without

State Reveal). The security experiment ExprA(jzlEyM o4 (see Fig. ]) is defined like

Expfﬁ?jfﬁi except that we disallow state reveal queries. Similarly, the advantage

. | )
of an adversary A in Exppaie,, , 4 i defined as

Advf&lé?'me(A) := max{Pr[Winayth], | PF[EXPEEEL,E,A =1]—1/2]}.

Definition 11 (Security of AKE without Replay Attack and State

Reveal). The security experiment Expakg e a (see Fig.4) is defined like

Expfﬁ?ylft;iz except that we disallow replay attacks and state reveal queries. Sim-

ilarly, the advantage of an adversary A in Expakg ¢4 5 defined as
Advake, e (A) := max{Pr[Winauw], | Pr[EXpAKE,u,Z,A = 1] —1/2]}.

6 Given (1) A (2), (3.1) indicates a successful impersonation of P;, (3.2) suggests one
instance of P; has multiple partners, and (3.3) corresponds to a successful replay
attack.
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Remark 3 (Perfect Forward Security and KCI Resistance). The security model
of AKE supports (perfect) forward security (a.k.a. forward secrecy [20]). That is,
if P; or its partner P; has been corrupted at some moment, then the exchanged
session keys computed before the corruption remain hidden from the adversary.
Meanwhile, 7§ may be corrupted before Test(i, s), which provides resistance to
key-compromise impersonation (KCI) attacks [25].

4 AKE Protocols

We construct AKE protocols AKEomsg, AKE3msg and AKE;tna,tsfg from a signature
scheme SIG and a key encapsulation mechanism KEM. Additionally, we use a
symmetric encryption scheme SE with key space Ksg to encrypt the state in
protocol AKEgt,f]zeg. Apart from that, AKE?;EZ and AKEszmsg are the same. The
protocols are given in Fig. 5.

The setup algorithm generates the public parameter ppaxe := (PPsig, PPkEM)
by running SIG.Setup and KEM.Setup. The key generation algorithm inputs the
public parameter and a party P; and generates a signature key pair (vk;, ssk;).
In AKEgtrflgeg, it also chooses a symmetric key s; uniformly from the key space
Kse. It returns the public key vk; and the secret key (sski,s;).

The protocol is executed between two parties P; and P;. Each party has access
to their own resources res; and res; which contain the corresponding secret key,
the public parameter and a list PKList consisting of the public keys of all parties.
Each party initializes its local variables ¥;, k; and st; with the empty string. To
initiate a session in AKEsmsg and AKE33, the party P; chooses a bitstring N
uniformly from {0, 1}* and sends it to P;. The next message and the first message
in protocol AKEymsg is sent by P;. It generates an ephemeral key pair (pAk7 sAk;) by
running KEM.Gen(ppygy) and computes a signature oy over the identities of P;
and P;, the ephemeral public key and the nonce (only in AKE3msg and AKEgtniZeg).
When using state encryption, it also encrypts the ephemeral secret key using its
symmetric key s; and stores the ciphertext in st;. It then sends (pAlmal) to P;.
P; verifies the signature using vk; and rejects if it is not valid. Otherwise, it con-
tinues the protocol by computing (¢, K) «s Encap(pk). It computes a signature
o9 over the identities as well as the previous message, ¢ and the nonce (only in
AKE3zmsg and AKE?,T;;). P; accepts the session key and sets k; to K. It sends
(¢c,02) to P;. P; verifies the signature and rejects if it is invalid. Otherwise, it
retrieves the ephemeral secret key by decrypting the state, computes the session

key K from c and accepts.

Correctness. Correctness of AKEymsg, AKEzmsg and AKE;tnitseg follows directly
from the correctness of SIG, KEM and SE.
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AKE.Setup AKE.Gen(ppaxe, Pi)

ppsic < SIG.Setup (vks, sski) s SIG.Gen(ppgc)
PPiem <—s KEM.Setup s; < ICse

Return ppaxe = (PPsic PPkem) Return (vk;, (sski, si ))

AKE.Protocol(P; = P;)

Pi(res;) Pj(res;)
res; = (sski, si, pPaxe; PKList = {vku}ueu) res; = (sskj,s;, PPake, PKList = {vku}uepu)
;= 0; kj:=0; stj:=0
N N +s {0,1}*
Ui :=0; ki :=0; st; =0
(pk, sk) s KEM.Gen(ppygy)
o1 <s Sign(sski, (P;, Pj,pk, N))
st; <s E(s;, sk) (pk, o1)
—_—

If ¥; # 0 : Return L
If Ver(vks, (Pi, Pj,pk, N),01) # 1 :
¥; := reject
st; Else: R
(¢, K') +s Encap(pk)
oo s Sign(ssk;, (P;, Pj, pk,o1,¢, N))
kj = K; ¥; := accept
(c,02) Return (¥, k;)
If @ # 0 : Return L DE—
If Ver(vkj, (Pi, P, pk,o1,¢,N),00) #1:
¥; := reject
Else:
S?C — D(si,sti)
K + Decap(sk, c)
ki := K; ¥; := accept
Return (¥, k;)

Fig. 5. Generic construction of AKEamsg (without red and gray parts), AKEzmsg (with
red and without gray parts) and AKESme (with red and gray parts) from KEM, SIG
and SE. Note that the state of P; only consists of public parts and is therefore omitted
here.

Theorem 1 (Security of AKE.: with Replay Attacks and State

3msg
Reveals). For any adversary A against AKE;trf,?g with replay attacks and
state reveals, there exist an MU-EUF-CMA" adversary Bsic against SIG, an
e-MU-SIM adversary Bxem against KEM and an IND-mRPA adversary Bsg
against SE such that

Ad"fﬁ%ﬁg;}(*‘) < AdV?EI_\jli,rEncap*,uABKEM) +2- Advgéﬁf”(b’sm)
+ 241 Advgg’s (Bse) + 2l - € + 2(ul)? - 277 27

where v is the diversity parameter of KEM and X is the length of the nonce N
in bits. Furthermore, T(A) ~ T (Bkem), T(A) = T(Bsig) and T(A) ~ T(Bsg).

We will give a proof sketch below. The formal proof is given in the full version
[21].
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Proof Sketch. The signatures in the protocol ensure that the adversary can only
forward messages for those sessions that it wants to test. Thus the experiment
can control all ephemeral public keys pAk and ciphertexts ¢ that are used for test
queries. Due to the nonce, the adversary can also not replay a message containing
a particular pk Thus, each pk is used in at most one test query.

A party will close a session when it accepts or rejects the session. Thus,
the adversary can submit at most one ciphertext ¢’ which is different from the
ciphertext used in the test query. Using a session key reveal query, the adversary
will only see at most one more key decapsulated with sk.

To deal with state reveals, the adversary A can additionally obtain the state
which is the encrypted sk. The reduction must know sk in order to answer those
queries. The simulatability property of KEM ensures that Encap and Encap®
are indistinguishable, even given sk. So, we first switch from Encap to Encap®.
Now, we want to replace the session keys of tested sessions with random keys.
Therefore, we have to do a hybrid argument over all users. In the n-th hybrid, we
replace the test session keys for party P,. We can show that this is unnoticeable
using that the key K* generated by Encap® is statistically close to uniform even if
the adversary gets to see another key for a ciphertext of its choice. We distinguish
the following cases.

Case 1: The adversary corrupts F,. For each session, the adversary can either
reveal the session state or test this session. If the adversary reveals the state,
we do not have to replace the session key. If the session is tested, the adversary
does not know the state E(s,, sk) and thus we can replace the session key by
e-uniformity of Encap®.

Case 2: The adversary does not corrupt P,. In this case, we use that SE is IND-
mRPA secure and replace sk in the encrypted state with a random secret key
for this party. Then we can use e-uniformity to replace all tested keys for that
party with random keys, as the state does not contain any information about
sk. After that, we have to switch back the state encryption to encrypt the
real secret key sk, getting ready for the next hybrid.

After these changes, the Test oracle will always output a random key, indepen-
dent of the bit b.

Overall, the proof loses a factor of 2 only in the IND-mRPA security of the
symmetric encryption scheme. All other parts are tight.

Theorem 2 (Security of AKEsy,s, with Replay Attacks and without
State Reveals). For any adversary A against AKEsmsg with replay attacks and
without state reveals, there exist an MU-EUF-CMA®™ adversary Bsig against
SIG and an MUSC-0tCCA adversary Bgem against KEM such that

AdVAREY  o(A) < 2 AdVRETOE (Brem) + 2 - AdVEE S (Bsic)
+2(ul)? - 277 4?27

where v is the diversity parameter of KEM and X is the length of the nonce N
in bits. Furthermore, T(A) =~ T (Bkem) and T(A) = T(Bsig).
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Theorem 3 (Security of AKE;ys, without State Reveals and Replay
Attacks). For any adversary A against AKEpmsg without state reveals and replay
attacks, there exist an MU-EUF-CMA®" adversary Bsic against SIG and an
MUC-0tCCA adversary Bgem against KEM such that

AAVAKE g 11,6 (A) < 2 - AdVRERE (Biem) + AdvgiE s (Bsic) + (ul)? 277,

where 7 is the diversity parameter of KEM. Furthermore, T(A) = T(Bgkem) and
T(.A) ~ T(BS|G).

The proofs of Theorem 2 and Theorem 3 are given in the full version [21], due
to space limitations.

5 Signatures with Tight Adaptive Corruptions

5.1 Pairing Groups and MDDH Assumptions

Let GGen be a pairing group generation algorithm that returns a description
PG := (G1,Ga,Gr,q,P1,Pa,e) of asymmetric pairing groups where G, Go,
Gr are cyclic groups of order ¢ for a A-bit prime ¢, P; and P- are generators
of G; and G, respectively, and e : G; x Go is an efficient computable (non-
degenerated) bilinear map. Pr := e(Py,Pa) is a generator in Gr. In this paper,
we only consider Type III pairings, where G; # Gy and there is no efficient
homomorphism between them. All constructions in this paper can be easily
instantiated with Type I pairings by setting G; = G2 and defining the dimension
k to be greater than 1.

We use the implicit representation of group elements as in [14]. For s €
{1,2,T} and a € Z, define [a]; = aPs € G, as the implicit representation
of a in G,. Similarly, for a matrix A = (a;;) € Z7*™ we define [A]; as the
implicit representation of A in G,. Span(A) := {Ar | r € Z;'} C Zj denotes
the linear span of A, and similarly Span([A];) := {[Ar], | r € Z'} C GI.
Note that it is efficient to compute [AB]; given ([A]s,B) or (A, [B]s) with
matching dimensions. We define [A]; o [B]z := e([A]1, [B]2) = [AB]p, which can
be efficiently computed given [A]; and [B]s.

We recall the definition of the Matrix Decisional Diffie-Hellman (MDDH)
and related assumptions from [14].

Definition 12 (Matrix distribution). Let k,¢ € N with £ > k. We call Dy
a matriz distribution if it outputs matrices in Zf;Xk of full rank k in polynomial
time. Let Dk = ,Dk+1,k'

For positive integers k,7,n € NT and a matrix A € ngJrn)X”, we denote the k

rows of A by A € Z’;X” and the lower n rows of A by A € Z7*". Without loss of
generality, we assume A for A «s Dy, form an invertible square matrix in Z’;Xk.
The Dy ,-MDDH problem is to distinguish the two distributions ([A], [Aw]) and

([A], [u]) where A «s Dy j, W s Z’; and u s Zg.
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Definition 13 (D, ;-MDDH assumption). Let Dy be a matriz distribution
and s € {1,2,T}. We say that the Dy -MDDH assumption holds relative to
GGen in group Gy if for all adversaries A, it holds that

AdVGGan D, , ., (A) = [PrLA(PG, [Als, [Aw],) = 1] — Pr[A(PG, [Al,, [u],) = 1]]

is negligible where the probability is taken over PG «s GGen(1*), A s Dy,
W s Zf; and u s Zg.

Definition 14 (Uniform distribution). Let k,¢ € N* with £ > k. We call
U i; o uniform distribution if it outputs uniformly random matrices in Zng of
rank k in polynomial time. Let Uy := Up11 k-

Lemma 1 (D, ;-MDDH = U;,-MDDH [14]). Let ¢,k € Ny with £ > k and let
Dy be a matriz distribution. A U,-MDDH instance is at least as hard as an
Dy 1 instance. More precisely, for each adversary A there exists an adversary B
with
MDDH MDDH
AdVGGen 4, 6. (A) < AdVggen, D, o 6. (B)

and T(A) =~ T(B).

The Kernel-Diffie-Hellman assumption (Di-KMDH) [31] is a (weaker) com-
putational analogue of the Di-MDDH Assumption.

Definition 15 (Dp-KMDH). Let Dy, be a matriz distribution. We say that the
Dy-Kernel Diffie-Hellman (Dy-KMDH) assumption holds relative to a prime
order group Gy for s € {1,2} if for all PPT adversaries A,

Advior 6 (A):=Prlc’A=0Ac#0|[c|s_s < A(PG,[A],)],

where the probabilities are taken over PG «s GGen(1*) and A +s Dy,.

5.2 Previous Schemes with Tight Adaptive Corruptions

We will construct a signature scheme with tight MU-EUF-CMA®®" security and
only small constant number of elements in signatures. Such a scheme has been
proposed in [2, Section 2.3] (called SIG¢), but we identify a gap in their proof.
We now present the gap in their security proof and why we think it will be hard
to close it.

The construction of SIG¢ follows the BKP IBE schemes [6], namely, it tightly
transforms an affine MAC [6] into a signature in the multi-user setting. In order
to have a tightly MU-EUF-CMA®" secure signature scheme, the underlying
MAC needs to be tightly secure against adaptive corruption of its secret keys
in the multi-user setting. We will now point to potential problems in formally
proving it.

We abstract the underlying MAC of SIG¢c as MACghjkL: For message space
{0,1}*, it chooses A’ «—s Dy, and random vectors x; ; «s Z& (for 1 <i < { and
j = 0,1). Then it defines B := A’ ¢ Z];Xk and publishes system parameters
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pp := ([B]1, ([B"x;]1)1<i<¢ j=0.1). For each user n, it chooses its MAC secret
key as [x],]1 < G1, and its MAC tag consist of ([t]1, [u]1), where

t=BseZ) for s—sZ}

U= .’L‘;.L +t' Zi Xim, € Lq. (3)
———

=:x(m)
In their security proof, they argue that [u]; in the MAC tagging queries is pseudo-
random, given pp and some of the secret keys [2],]1 (via the adaptive corruption
queries) to an adversary.” In achieving this, they define a sequence of hybrids
Hj for 1 < j < (. In each Hj, they replace x;, for each user n with RF, ;j(m);),
where RF,, ; : {0,1}7 — Z, is a random function and m is the first tagging query

to user n, and generate the MAC tag of m’ as

u=RF, ;(m’;)+t"x(m’) (4)

with t as in Eq. (3).

In their final step (between Hy and GAME 4), they argue that the distribution
of u = RF, ¢(m') + tTx(m’) is uniformly random (as in GAME 4) even for an
unbounded adversary, given pp and adaptive corruptions. Then they conclude
that H, (where u = RF, ¢(m’) + t"x(m’)) and GAME 4 (where u is chosen
uniformly at random) are identical and Pr[y4] = Pr[H, = 1] (according to their
notation). However, this is not the case: B € Z’qC ¥k is full-rank and thus, given
B'x; |1 in pp, x;; € ZS is uniquely defined. (For concreteness, imagine a
simple example where an (unbounded) adversary A only queries one MAG tag
for message m for user n and then asks for the secret key [z]]1 := RF, ¢(m) of
user n. Then, A sees that u = RF,, o(m)+t"x(m) is uniquely defined by [2/,]1, [t]1
and pp in Hy, while v is uniformly at random in GAME 4.) We suppose this gap
is inherent, since the terms BT x; ; completely leak the information about x; ;.
This is also the same reason why the BKP MAC cannot be used to construct a
tightly secure hierarchical IBE (HIBE) (cf. [26] for more discussion).

To resolve this, we follow the tightly secure HIBE approach in [26] and choose
B s Z3***. Now, there is a non-zero kernel matrix B+ € Z3*2* for B (with
overwhelming probability), and the mapping x; ; € ng — BTXZ-J- € Z’qC is lossy.
In particular, the information about x; ; in the orthogonal space of B is perfectly
hidden from (unbounded) adversaries, given B'x; ;.

5.3 Our Construction

Let H : {0,1}* — {0, 1}* be a function chosen from a collision-resistant hash func-
tion family H. Our signature scheme SIGyppy := (SIG.Setup, SIG.Gen, Sign, Ver)
is defined in Fig. 6. Correctness can be verified as

v, uli o [Al = [(y',2") - A +t7 - (Y (hm) | x(hm)) - A]x
for ([t]1, [u]1,[v]1) <s Sign(ssk,m).

T This is different to the BKP IBE where [B x; ;]1 and [z/,]; are not available to an
adversary.
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SIG.Setup: Sign(ssk, m):

PG s GGen S s Z§§ t:=Bse¢€ ng

A <5 Dy; B s Usp i hm := H(vk, m)

For 1 <i<Xandj=0,1: uw:=a+s B'x(hm) € Z,
Xij s 238 Y ; s Z3FXF vi=y +s'B'Y(hm) € Z}**
Zij = (Y || xij) - A € Z3F*k Return o := ([t]1, [u]1, [v]1)

P =BT (Y. || xi;) e zg**HY
pp = (PG, [Alz, [Bl1, ([Zi.j)2, [Pi]1)1<izag=01) | Ver(vk, m, o = ([t]y, [u]y, [V]))):

Return pp hm := H(vk, m)

If [v,ul1 o [Al2 = [1]1 0 [z']z + [tT]l o [Z(hm)]s:
SIG.Gen(pp) Return 1
2 s Lgy y s Z3<F Else: Return 0

ssk = ([2"]1, [y'lh)
vk = [2]2 = [(y' | ')Al2 € Gy*
Return (vk, ssk)

Fig. 6. Our signature scheme with tight adaptive corruptions, where for hm € {0, 1}A
we define the functions x(hm) := Z?:lxi,hmw Y (hm) := Ef\:l Yihm;; Z(hm) :=
S Zihmg, and P(hm) := 30 P, -

Theorem 4 (Security of SIGuppn). For any adversary A against the
MU-EUF-CMA®" security of S\Gmppn, there are adversaries B against the col-
lision resistance of H, B1 against the Usy ,-MDDH assumption over Gy and Ba
against the Di-KMDH assumption over Go with

PrExpSiecot = 1] <Advy(B) + (8kA + 2k)Adv¥G2253k’k,Gl (By)
AN+ 2k +2
+ AdVIéég]r?,%k,Gz (B2) + o1

where T(B) =~ T(A) =~ T(B;) =~ T(B2).

Proof. We prove the tight MU-EUF-CMA®" security of SIGyppn with a
sequence of games given in Fig.7. Let A be an adversary against the
MU-EUF-CMA®" security of SIGyppH, and let Win; denote the probability that
G; returns 1.

Game Go: Gy is the original MU-EUF-CMA®" security experiment Expg¢5, s
(see the full version [21] for the formal definition). In addition to the original
game, we add a rejection rule if there is a collision between the forgery and a
signing query, namely, H (vk;-, m*) = H(vk;, m) where (¢, m) is one of the signing
queries. By the collision resistance of H, we have

|Pr[Expg'|“G'7chr:4 = 1] — Pr[Wing]| < Adv;(B).

For better readability, we assume all the signing queries are distinct for
the following games. If the same (i, m) is asked multiple times, we can take
the first response ([t]q,[u]1,[v]1) and answer the repeated queries with the
re-randomization ([t']1, [u/]1,[v/]1) as t' := t + Bs' (for s’ s Zf), v/ :=
u+s'T(BTx(hm)) and v/ := v + s'T (B x(hm)) and hm := H(vk;, m). Note
that this will not change the view of A.
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T -
GU-,: G, :: OSI(:N(ia m):

Lo il Tkt . 3k
PG <s GGen; A <s Di; B s Usi i s« Zy; t:=Bs €,
' hm := H(vk;, m)

Forl1<i<Xandj=0,1:
orlsisAandj=0, u:=x)+s B x(hm) € Z,

Xij <8 23" Yi; s Z3<F
Zo = (Yo [ w) - Ae 73k vi=yi+s'BTY(hm) € Z)**
) T 3¥ ] q

P, =B (Yi, || xi,) € 2" V= (2 +t Z(hm) —u-A)- (&)
Zij s Z3E M == M; U {m}
dij =B x, €zt Return o := ([t]1, [u]1, [v]1)
— (RT _ CAVA ! kxk
e I Ocom (i)
2,7 2] ¥ Scorr = Scorr U {Z}
pp = (PG, [Alz, [Bl1, ([Zijl2, [Pij]1)1<i<r,j=0,1) Return ssk;
For 1 <i <

T s Lq; yi s Z}]Xk'
7 = (yi || #)A € 2"
2 s Lg% yh = (zi — o - A)(A) 7!
sski = ([wi]1, [yil1)
vk; = [zi]2
(i, m", ") s A0 (pp ok }1cic,)
If (i* € 8") Vv (m* € M)V (Ver(vki-,m*, o) = 0):
Return 0
hm* := H(vki=, m")
If31<i<pAmeM;: H(vki,m) = hm*

Return 0
L i
1 Parse o := ([t"]1, [u"]1, [V

I
VIE [u]n # [2he )+ (8] - x(hm”) 1
' Return 0 !
Return 1

Fig. 7. Games used to prove Theorem 4.

Game Gj: For verifying the forgery, in addition to using Ver, we use the secret
[27.]1 and ([x;5]1)1<j<x to check if ([t*]1,[u*];) in the forgery satisfies the fol-
lowing equation:

[y = i)y + [£7]] - x(hm"). (5)

We note that
Ver(vk;»,m*,0%) =1
S llu)-A=(y. | 2)A+t"" - (Y(hm) || x(hm)) - A.

Thus, if Eq. (5) does not hold, then the vector [(v || u)]1 — ([y}- || @)1 +[t* ] -

x(hm*)) € G}X(kﬂ) is non-zero and orthogonal to [A]z. Therefore, we bound
the difference between Gy and Gy with the Di-KMDH assumption as

| Pr[Wing] — Pr[Wini]| < Advienp, ¢, (B)-
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Game Gg: We do not use the values Y, (for 1 < j < Xand b =0,1) and y]
(for 1 < i < p) to simulate Go. We make this change by substituting all Y,
and y/} using the formulas

Y, = (Zjy — x5 A)(A)™" and y; = (2 — 27 - A)(A) Y, (6)

respectively. More precisely, the public parameters pp are computed by picking
Z;, and x;; at random and then defining Y;; using Eq. (6). The verification
keys vk; for user i (1 < i < ) are computed by picking z; and z} at random.
For Ogex (i, m), we now compute

vi=y,+t Y (hm) ez, **
= (z; — o} - A)(A) ™"+t (Z(hm) — x(hm) - A)(A)~"
= (z, +t Z(hm) — (2} +t"x(hm))-A)(A) .
T

The secret verification of the forgery can be done by knowing . and x; .
The changes in Gq are only conceptual, since Eq. (6) are equivalent to Z;, =
(Yjus || xj4)A and 2z} = (y} || «})A. Thus, we have

Pr[Win;] = Pr[Wins].

In order to bound Pr[Wins], consider a “message authentication code” MAC

which is defined as follows.

— The public parameters consist of ppyac = (PG, [Bl1, ([di ]1)1<i<xrj=0.1),
where d; ; := BTx; ; € ZF for x; j s Z3F and B —s Usy, 1.

— The secret key is [2];.

— The MAC tag on hm is ([t], [u]1), where t := Bs and u := 2’ +t " x(hm), for
S s ZZ.

Note that strictly speaking MAC is not a MAC since verification cannot only be
done efficiently by knowing the values x; ;.

The following lemma states MU-EUF-CMA" security of MAC, with proof
in the full version [21].

Lemma 2 (Core Lemma). For every adversaries A interacting with

UF-CMA®", there exists an adversary B against the Usy ,-MDDH assumption

mn Gy with

AN+ 2k + 2
qg—1

and T(B) =~ T(A), where Q. is the number of A’s queries to Oypac-

Pr{UF-CMAR" = 1] < (8kA + 2k) - AdVEgon 1t .61 (B1) +

Finally, we bound the probability that the adversary wins in Gy using our
Core Lemma (Lemma 2) by constructing an adversary Buac as in Fig. 9.

Pr[Wins) = PrlUF-CMAS®" = 1].

Bumac
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UF-CMAR"™:
B=0
PG s GGen
B s Z/{;jk.k
For1<i<Xandj=0,1:
Xij ng
pPPwac := (PG, [Bl1, (BT xs5]1)1<i<2,5=0,1)

O\[-\(‘,(Z‘, hm)

Q:= QU {(:,hm)}
s<sZk t:=BseZ¥F
w =} +t" x(hm) € Z,
Return o := ([t]1, [u]1)

([0 [u

Over (7, hm* “11)): //at most once

For 1 <i<pu: If (i*,hm*) € QV (i* € L):
Ti s g Return 0
ACae () 0ver(5):Cb0u () (ppy ) If [u*]s := [}]1 + [t* ]2 - x(hm™):
Return 3 B:=1
Return 1

Else: Return 0

OEORR('L’)
L:=LuU{i}

Return [z}]1

Fig. 8. Game UF-CMA®“" for Lemma 2.

In order to analyze Pr[Winy] we argue as follows. The simulated pp and
(vki)i<i<, are distributed as in Gg. Further, queries to Ogien and Ocorr from
ssk; can be perfectly simulated using Owac and Og .y, respectively. The addi-
tional group elements [v]; from o and [y}]; can be simulated as in Gg. Finally,
using a valid forgery (i*, m*,o*) output by A, Buac wins its own game by call-
ing Ovgr (¢*, hm*, ([t*]1, [u*]1), where ([t*]1, [u*]1) is a valid MAC tag on hm* for
user ¢*. O

By OV OO (ppy ) Osvox (i, m):
Parse ppyac =: (PG, [Bl1, ([di.;]1)1<ix.i=0,1) hm = H(vki, m)
A s Dy ([t]1, [u]1) s Onac(hm)

For1<i<Xand j=0,1:
Zij s Z3HF

=(z;, +t"Z(hm) —u-A)- (A)~!
M; == M; U {m}

E;; :(BTZ”—dlj-A)A Zkxk Return o := ([t]1, [u]1, [V]1)
P ;= (Ei; || di;)
p:=(P [A]z,[B]h (Zi5]2, [Pis]i)1<icn,j=0,1) Ocom(1):
For 1<i<m SO =S U {i}
ZE s Z};Xk [ L]l — OLORR( ) o
vk; := [zi]2 //sski is undefined yi=(z; — a2} - A)(A)!

(i*,m*, %) <5 AOsen().0com() (pp Lok, }1<1<u) Return ssk; := ([2f]1, [yil1)

If (" € 8) Vv (m" € M)V (Ver(vki=,m",0") =0):
Return 0

hm* := H(vki=, m")

If31<i<pAmeM,;: H(wki,m)=hm"

Return 0
Parse o™ := ([t"]1, [u"]1, [v']1)
Over (i, hm™, [t%]1, [u*]1)
Return 1

Fig. 9. Reduction Buac to bound the winning probability in G2. Buac receives ppyac
and gets oracle access to Oyac and Ovgr, and Oy, as in Fig. 8.
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6 Concrete Instantiation of Our AKE Protocols

For AKEsmsg, we use our new signature scheme SIGmppn (Fig.6) and the
e-MU-SIM KEM constructed from the MDDH-based hash proof system
HPSwppn (cf. the full version [21]). For AKE3Re, the symmetric encryption
scheme to protect against state reveals can be instantiated using any weakly
secure (deterministic) encryption scheme such as AES or even a weak PRF.

For the KEM constructed in the full version [21], the KEM public key consists
of 2k group elements and the ciphertext of k + 1 group elements. A signature
consists of 4k 4+ 1 group elements, cf. Fig. 6. Therefore, the first message is a
bitstring of length A, the second message consists of 6k + 1 group elements and
the third message consists of 5k+2 group elements. For &k = 1, we get an efficient
SXDH-based scheme with 15 elements in total.

We instantiate protocol AKEonyss using our signature scheme from Fig. 6 and
the MUC-0tCCA secure KEM from Han et al. [22]. y-diversity of the KEM
is proven in [29, Appendix D.2]. We analyze the communication complexity of
AKEomsg as follows. The KEM public key consists of k2 + 3k group elements and
the ciphertext of 2k + 3 group elements. A signature consists of 4k 4+ 1 group
elements. Therefore, the first message consists of k2 + 7k + 1 group elements
and the second message consists of 6k + 4 group elements. For &k = 1, we get an
efficient SXDH-based scheme with 9 + 10 = 19 group elements in total.

For an overview we refer to Table1 of the introduction.
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